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This document

At the time of the development of thdocument,it was extremely difficult to develop &ull-fledged
Information & Communications Technologies (ICSfyategy andnaster plan that enables the attainment of
an ICT strategic directiorThis is becausdhe General Authority of Civil AviationGACA) is undegoing
steeptransformation into becoming authority with commercial entitieg his situationcreated a dynamic
business atmosphere that is yet to form stable business requirdfmmser, it was necessary to develop a
transient strategthat satisfiesnformation & Communication Technologgquirements for GACA and close
the gap between its current ICT situation and the minimum level of ICT infrastructure and services that ex
in comparable authorities and airpoifée transient strategy was built view of GACA strategies that are
developed latelylt was also necessary to develop a clear view of those projects that can be implemented
the transient phas&.hese projects should increase the nfAeo
flexibility and ability to transform.

This document represents the ICT transient strategy and is developed to glild8ehtor(IT SECTOR to
the development of those projects that deliver the mentioned objecliviesdocumentlso explains the
strategiaole of ICT in the overall developmesind transformation of (GACA).

Document StatusJnder development 7
Document Version3.2 Version Date July 21, 2010
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1 Executive summary

ThelIT Sector(IT SECTORac k no wl e d g eah adtivie 6hange agdntefor theswholehs General
Authority of Civil Aviation (GACA). In fulfilling this role IT SECTORembarked on a strategy that will
transform the ICT state of GACA into becoming an effective and efficient business driver that is able t
provide the required technologies, practices, and resources that are able to support GACA current and fu
operations.

IT SECTORstarted toexecute multiple firdighting projects inan alreadyoperational environmerhat was
utilizing obsolete ICT tools anthfrastructure. Thesprojectswere the result of having a vision to build a
powerful, secure, anflexible ICT infrastructure that is able support GACA operatidrigs transient ICT
strategy is developed to ensure the successful implementation of the necessary projects & programs that
to the attainment of the vision.

IT SECTORIis documentinghis ICT transientstrategyto focus itsefforts and investments towards the
benefit of the overall operation of GACAPublishing the strategy documeris SECTOR efforts and
increases the visibility of its role in GACANd to use it as a tool to gain thecessary support from the
different sectors operating under GACAMoreover, This strategy willenablelT SECTORto align its
services with the core business needs and requiremier@\CA business unitst Is alsoa prerequisite for

the development cd full fledged IO master plan. However, it is extremely difficult to develop an ICT
master plan that enables the attainment of an ICT strategic direction due to the massive changes that G/
is undergoingand thesteep transformation into becoming anthority with commercial entitiesThis
situation created a dynamic business atmosphere that is yet to form stable business requitewmrds. it

was necessary to develop a transient strategy that satisfies ICT requirements for GACA and close the
between its current ICT situation and the minimum level of ICT infrastructure and services that exist |
comparable authorities and airports.

This transient strategy was built in view tfe available documentation a®®ACA strategieshat were
developedately. Figurel below summarizes thgevelopmenprocess of the transient strategy.

Document StatusJnder development 8
Document Version3.2 Version Date July 21, 2010



// GACA IT Business Plan 2011

wsumallulpbsllanlell sl
General Authority of Civil Aviation

Figure 1 Transient strategy development process

Study GACA
strategies developed
by Booz-Allan-
Hamilton

Study GACA bylaws

Understand GACA
services and conduct
GACA stakeholders
analysis

Look at similar
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&experiences

Develop GACA ICT
transient strategy

Understand Critical success
limitations factors

IT SECTORhas specified its mission during the transient phase fipla@ and build a secure, flexible, and
powerful ICT infrastructure in GACA and the international airports and deploy the ICT services to enabls
them to operate in a homogeneous environment

IT SECTORalso adapted a vision for the transient phase that describes its criticality and impolfance.
SECTORUvision during the transient phase is to:

ABuild an integrated and expandabl e i nfr asgtar uct
secure, effective, and integrated ICT environment that can support GACA services & airport
operations and future ambitions of ¢t

This vision should be achieved aftéé months from the date of this documeifihis period takes into
consderation the difficulty to secure funds and manpowader the current business constrainfs.
SECTORAalso analyzed the pestansient requirements and summarizedequirements ifrigure2 below.

Document StatusJnder development 9
Document Version3.2 Version Date July 21, 2010
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Figure 2 IT SECTOR vision development

& L&)
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During this periodT SECTORwill ensure the achievement of the below objectives:

Objective
Build and train the ICT team

Implement ICT policies, procedures, and best practices

Upgrade GACA data centre (GDC)

Build GACA and strategic business units infrastructure

Implement an ERP solution

Facilitate organization operations through office automation
Implement airport operations systems and technologies

Priority

NNNRFPPFP WP

In order to achieve the mentioned objectiMdsSECTORadapted the development and implementation of
many ICT projects throughout the transient phabe. table below reflects the ongoing projeattshe end of
2007and other projects that are or will be initiated during the transient pHaseable shows high focus on
building a stable, flexible, and secure infrastructure throughout GACA and airports.

Document StatusJnder development
Document Version3.2 Version Date July 21, 2010
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Table 1 Transient phase ICT initiatives

Ongoing projects

KAIA Rush (AODB, FIDS)

KAIA RushTerminal Network
Infrastructure)

SITA Contract (CUTE/BRS)

KAIA Network Infrastructure
Headquarter Infrastructure
KFIA Infrastructure

KKIA Infrastructure

Regional airportaVAN Infrastructure

EDMS/ECM

ITO & M Contract
Workstations (new & upgrades)
Software licenses

Video Conferencing facilities

GACA new Website

Document StatusJnder development
Document Version3.2 Version Date July 21, 2010

Other projectsand initiatives
that will be initiated during
transient phase

KKIA & KFIA (AODB, FIDS)
ERP (Fin. & HR)
ITIL & PMI Training

Logistics system implementation

Maintenance system implementation

Procurement systems
implementation

Regulatory systems implementation
Safety & auditing systems
implementation

Build tier 3 data center

ICDL Training

Access Control for GACA airports

IP Telephony

Migrate from mainframe to client
server environment

11
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2 Performance-to-Date

21 Cur r entactyakvasr.6 spast year dés actual s

22 Cur r entactyabvasr.6scurrent yearo6s targets
23 Cur r e nt actMadvs.hénshmarks

2.4 Lessons learned for Functional Unit

Document StatugJnder development 12
Document Version3.2 Version Date July 21, 2010
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3 External and Internal Environmental Analysis
3.1 Technology Trends

3.2 Supplier and Customer behavior Trends

3.3 Value chain

3.4 Offered Services to Other units

3.5 Assessment along value chain

3.6 SWOT Summary

Although IT strategy is not yet formed, th& business unit hagreat ambitions tglay a big role in
transfornming G A C A and airportservices intavorld-classservices by providing the necessary technologies
aswellasie 0 e n ab | The drear®ia @herconnectall strategic business uniésdshared services

to GACA and utilize the full capacity of available technologies to deliver electronic services to all
stakeholders (government agencies, international organizations, travellers, buosmessnities airlines,
international airline offices, ground services operatopgration &maintenance shops, crew, and pilots)
Figure3 summarizesite symbolic view of thiduture

Document StatugJnder development 13
Document Version3.2 Version Date July 21, 2010
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Figure 3: IT SECTOR Vision

Layers under service provisioning

Stakeholders | Delivery Channels ‘ Services ‘

Networks &
Computers,

— /]
Telephones [
& Mobiles y /"

s
Faxes \‘L—]Dj

Electronic
Kiosks

Internet ) \\w

s>

Service Providers ‘

Walk-in &
Faceto
Face

However, he vision of T SECTORduringthe transienphasds to:

MBuild an integrated and expandabl e
facilities & creatinga secure effective, andntegrated ICT environment that can
supportGACA services & airport operatiorad future ambitions dhe
stakehol der so

The role of the transient vision is to close th
ICT infrastructure and services required by the busiriegare4 below summarizes the overall development
of ICT vision.

Document StatugJnder development 14
Document Version3.2 Version Date July 21, 2010
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Figure 4 IT SECTOR vision development
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3.7 Transient Mission

IT SECTORmission in this stage is to plan andild a secure, flexible, and powerfl@T infrastructure in
GACA and the international airports and deploy the #€fivices to enable them to operate in a
homogeneous environment.

3.8 Business requirements for the transient phase

IT SECTORNhas inherited legacy applications developed in the early 1980s running on obsolete hardwa
with a limited capabilityarchaicnetwok. During the last twentfour months,IT SECTORapplied drastic
upgrades to GACA dateentreand infrastructureThe upgrade included treequisitionand installation of a

new mainframe namely IBM 980 zSeries witlvancedZ operating systeralong side th upgradeof the
database and security systemsrder to run these legacy applicatiofisSSECTORsecured the replacement
and procurement of thdVAC and UPS systents safeguard the investment angbianning to instala new
raised floor and redo tHBACA Data Cente(GDC) cablingto bring the center to an acceptastiandard

As a preparation to move ta client server environment that is able to operate advanced sydiems,

SECTORhasalso procurec large number of HP highnd servers running thatestoperating environment

Document StatugJnder development 15
Document Version3.2 Version Date July 21, 2010
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in GDC. Thisprocuremenglso includd firewalls, intrusion detection, proxy, and antivirus systéonisetter
protect the center from external and internal attadkSECTORhasalso implemented M&xchange server

to replacethe Lotus Notesemail applicationwhich was not properly maintained in the paking with a
restructuring of the active directory implementing standardized naming conventions

IT SECTOR also upgraded the connectivity between GACA facilities and incretmsedandwidth of
connecting GACA headquarters to GBiza 16 mbps link.

A more detailed description for the current ICT situation can be found in KPMG current GACA ICT
situation documentatiotfind attached)

In view of GACAs strategieBl SECTORextracted a set of high level business requirementsdeisthe
immediateattention of the transient strate@yy ensure that the focus ¢ SECTOR efforts is directed
towardsrelieving currentbusinessstressesThe following six business requirememepresent thee major
areas

Increase overall income

Increase financial monitoring

Facilitate information sharing

Facilitate decision making

Simplify information processing & analysis

Improve operations performance

= =4 =4 -4 -8 -1

3.8.1 Increase overall revenue

GACA is targeed to beomea financially self-sufficient semi government organization that has great
interest in increasing its revenues, the overall revenue of international airports and the civil aviatic
industry in the kingdom.

In addition, GACA will need a steepedrease in its operational costs to increase profit margins
addition to creating new revenue streafl$ of these goals are facilitated by implementing information
technology solutions and building a flexible ICT environment.

3.8.2 Increase financial monitoring

Becoming aselfsufficient organizationrequiresGACA to be fully aware ofaccurate and updated
financial status at any giwn point in time. Moreover, decision makers in GACA will require fast
financial reporting in order for them to responctt@anges in their surrounding environment and take the
necessary decisions accordinglihe implementation of an ERP financial solution will surely increase
GACAs ability to monitor its financial situation and have full access to accurate, timely, anguligly
financial information.

3.8.3 Facilitate information sharing (accessibility)

It is vital that GACAs management, staff, andustry stakeholderare able to share different types of
information thatwill enhance their ability to accurately communicatel g@rform necessary business
activities in timely maner. The implementation of a secure extended network allowing connection to the
point needing the information as well as data sharing capabtlissacceptable byhe eGovernment
program in Saudi A a b Yesseofrramework For Interoperability (YEFI)

Document StatugJnder development 16
Document Version3.2 Version Date July 21, 2010
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4 Strategic Direction
4.1.1 Goals, Objectives, Strategies and Initiatives
4.1.2 Needs from other units
4.1.3 Budgetary requirements (from budgeting process)

Figure 5 Bl main functionality

< Business Intelligence Platform >
Information Integration Analysis
Delivery
. Bl Infrastructure OLAP
= Reporting = Metadata Visualization
s Dashboards Management Predictive Modeling
= Ad Hoc Query = Development and Data Mining
= Microsoft Office Environment Scorecarding
Integration s Workflow and @

Collaboration

A 2R\ y,

Source: Gartner (April 2007)

4.1.4 Secure budget to match benchmarks

IT SECTORIs taking the necessary actions to secure the necessary ICT investment funds in order
achievethe mentioned objectivel. is evident that withouthese fundsiIT SECTORwill not be able

to play its strategiaole in the organizatiorand will eventually affect its ability to meet the
organizational strategic expectatioasd business requirementdence,IT SECTOR has recently
created anew planning and budgeting function in its hierarchy that has the regildgdp create an
overall ICT budget that reflects the implementation of its ICT strategic gtasslso responsible for

the development of valid business cases for each item to justify the required invesimernisw
department should also establifirm relationships with the finance and budgeting departments in
GACA to ensure that they understand the ICT strategic priorities and gain their support.

4.1.5 Develop IT infrastructure and services

IT SECTORIs focudng the investment in ICT during theext 36 months to update and develtye
basic infrastructure and build basic IT services componénts a t satisfy GA (
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requirements and ICT strategic expectatidfiigure 6 below summarizes the componetite ICT
services

Figure 6 ICT services & Infrastructure Components
Data Center

Business
Applications Network &

?ouupnpdoz::ii cr)lg I CT S e I‘VI ce nfrastructure
&
Infrastructure
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architecture

Messaging
Foundation

Table 2 Services & Infrastructure Components Description

Component | Description
Data Center Servers, storage, mainframe components, UP SH&iAd(C
Network & Infrastructure | LANs, WANS, active, & passive components
Metadata & Informatior] Databases, Active directory, & Data dictiona

architecture Configuration Management Database (CMDB)
Messaging foundation e-mail servers, workflow, instamhessaging
Business Application ERP (Finance, Human resources, Procurenm

maintenance & Logistic), Facility management 4
Content management.

Enterprise Project Management toolset

Data Analysis (BI)
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4.1.6 Establish Airport Operations Database

IT SECTORIs implemening Airport Operations Database (AODB) in all Saudi international airports
individually. Moreover,IT SECTORIs implemening all of the necessary components that interact
with AODB and enable GACA to access and collect any information it reghim@sghGACA Data
Center GDC). Gradually,IT SECTORwill upgrade the Flight Information Display Systems (FIDS)
to be afully-fledgedAODB in regional and local airports as well.

4.1.7 Implement regulatory, auditing & safety management systems

IT SECTORIs planning toprovide the technologies that help GACA to implement national and
international civil aviation regulations and implement the required regulatory and safety manageme
systems that enable GACA to sustain high level of civil aviation safétis will ensure the
implementation of regulations by service providers and operators.

4.1.8 Implement aircraft, bilateral agreements, and charter permits systems

IT SECTORIis planning toimplement the necessary systems that en@A€A to entertain its
responsillities for issuingpermits. The selected solutions should enable GACA to maragede
range of permitsnamely flights, flyovers, operators, aircrafts, pilots, and crepermits The
implementation of integrated systems that handles permits and bilateegmegts will surely
increase the efficiency of GACA and enable it to deliver better services to stakehbtisrgport
this requiremenitT SECTORwill commission a workflow system that will automate the permit
issuance processes and procedures.

4.2 GACA national & international ties

By having the responsibility of developing and regulating the Saudi civil aviation ind@#gA actively
participats in the development of the national economy. Last year alone GACA reveragted about
three billion Saudiriyals. Furthermore,GACA responsibilities extends tenableSaudinational airline
operatordo gain and sustain a competitive and comparative advantage in the répese responsibilities
dictate that GACA needs to hag#icient and effective busissoperatios andpractices

In view of these facts, GACA needs to simplify the way it communicates with government, national, an
international agencies who constitute an integr
security, and theliness of the exchanged information. Hence, it is necessary that GACA invests il
providing a secure and flexible platform that allows it to share information and integrate with national an
international agencies and gives it the required operatiaabiiity to deliver the best possible services.

In order to achieve this, GACA needs to complete its internal integration projects that interconnects |
internal bodies and build a stable infrastructure between its functional and strategic busiae<3nipithen
GACA will be able to effectively integrate with national and international organizatiéigure 7 below
describes the intended integration between GACA
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Figure 7 GACA functional units & SBU services integrdion
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4.2.1 Integration is an eGovernment requirement

I n order for GACA to actively ©particbopdtremi ma
prospective it must integrate its services with other government agencies. This integration complements
requirements of the national eGovernment program and further GACAs support for the development of t
national economy. Furthermorégncompasses many values that increases the overall efficiency of GACA.
Some government agencies depend on GACA information in order to extend their own services to Sa
citizens and residents. An example of this is the services provided to the Wiafistterior to support the
eGate project implementati@s well aghe ministry of Hgjto support seasonal and Haperations.

4.2.2 Integration is an international requirement

The nature of GACAO6s operations r e teuationa sommunity.t o
Regulations, aviation development, accident & incident, and many other types of information are just fe
examples of the bidirectional communication dependencies that GACA has with airplane manufacturers, |
International Civil Avation Organization (ICAO), IATA,FAA, Eurocontro] and other counts civil
aviation authorities.A successful integration with the international community represents a major
advancement in the ability of tR&ACA to quickly respond to changes in the &aa regulations around the
world and secures a better place for the Saudi aviation industry among similar industries around the wol
Figure 8 below describes somexamples for national & international services integration between GACA
and other agencies.
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Figure 8 National & International integration examples
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4.3 Transient objectives

IT SECTORNhas specified its major objectives that need to be achieved through the transient strategy.
1. Build and train the ICT team

7.

Having skilled ICT professionals is very crucial forSECTORsuccessHence,IT SECTOR
is planning totrain its resources accordirtg the business requirements and implemented
technologiesIT SECTORwill also prepare the ICT resources that will be allocated in the
international airports and ensure that they posses the necessary skills to takeover t
operations in their respectivaports.

Implement ICT policies, procedures, and best practices
ICT policies and procedures will be developed to govern the ICT environment in GACA anc
international airporteind enable the delivery of high quality ICT services to all levels in the
organizdion. These policies and procedures will be developed in view of the industry best
practices like the Information Technology Infrastructure Library (ITIL)

Upgrade GACA data centre (GDC)

0 The GACA Data Centre (GDC) is the main hub for all airports in additi t o al | o f
buildings and facilities.IT SECTOR will implement all of the necessary upgrades and
improvements to increase its ability to support the business requireffiease improvement
and upgrades include internal cabling, connectivigrves, backup equipment, HVAC
systems, fire control, and access control.

o IT SECTORIs alsoplanning to construct a new building to host a tier 3 data centre and use
the current data centre as a backup facility.

Build GACA and strategic business unitfrastructure
IT SECTOR will develop and upgrade the infrastructure in all GACA facilities and
international airports to ensure that there is a flexible, stable, and secure infrastruttisre tha
able to support current amgture business requirements.

Implement an ERP solution
The implementation of an ERP solution is onéToEECTORpriorities. The selected package
wi || el evate the nfAeo abil i tsiopemtionodfficieGex @l a
effectiveness. The ERP solution will include fica, human resources, maintenance, and
logistics systems.

Facilitate organization operations through office automation

o IT SECTORwiIll implement a wide range of office automation solutions to increase the level
of proficiency and efficiency in all of GACA epartments and airport3hese solutions
include:

A E-mail

Instant Messaging (Text, Voice, and Video)
Fax reception and sending from the desktop
Workflow applications

Electronic forms

Electronic document management system
Implement aviation operations sysiteand technologies

o ltis crucial thatT SECTORiImplements the minimum level of aviation support systems in all
international airportsdence,|T SECTORwill champion themplemenation of the following
technologies and conceptéth open interface® upgrade airports operations:

> > >
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Airport Operations Database (AODB)
Flight Information Display Systems (FIDS)
Local Departure Control Systen(L-DCS)
Baggage Reconciliation Systems (BRS)
Interactive Voice Response (IVR) system
Public announcement syste#sA)
Resource Management SystefR81S)
Common Use Terminal Equipme@{TE)

T v > I D D

Figure9 explains the relationship between #igovementionedsystems

Figure 9 Aviation systems interaction
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o IT SECTORNhas already started to implement the Common Usaifial Equipment (CUTE)
concept in all airports which will enable airline agents to access their designated systems
through the same terminah shared counters
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The following table describes the relationship between business requirements duringstbettpdase ah

the designated objectives.
Table 3 Business requirements matrix

Business Requirements
Increase Increase Facilitate Facilitate . Slmpllf_y Improve
. - . - information .
overall Financial Information Decision . operational
: i revenues monitoring Sharing Making processing & performance
Objectives analysis

Build and train the ICT X
team
Implement ICT
policies, procedures, X X
and best practices
Upgrade GACA data X X X X
centre (GDC)
Build GACA and
strategidousiness units X X X X X
infrastructure
Implgment an ERP X X X X X X
solution
Facilitate organization
operations through X X X X X
office automation
Implement aviation X X X X X X
operations systems

4.4 Measuring objectives achievement

In order to assess the advancement towaid®n achievement,|T SECTOR needs to measure the
achievement of each one of the designated objectives. Each obyeititive linked to one or more tactical
goal during the development of the required departah@ansand each tactical goal will be associated with
a specific measuremeniThe table below summarizes the criteria that each objettasurementeeds @
satisfy

Table 4: Objective measurement criteria

Build and train the ICT team 9 Number of training courses

9 Number of hired professionals

9 Number of professionals lost

9 Number of documented and implemented processes
9 Number of documented amaplemented policies

9 Number of documented and implemented procedures
9 Availability and timeliness of improvement plans

9 Number of online servers and supporting equipment
9 Ability to recover from power outages

9 Ability to withstand natural disasters

1 Availability and timeliness of e$ite data backup

1 Availability and timeliness of disaster recovery plan

Implement ICT policies, procedures, and
best practices

Upgrade GACA data centre (GDC)
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Objective Measuring criteria

1 Availability and timeliness of improvement plans

9 Number of implemented irdistructure passive and acti\
components

1 Availability of effective WAN and LAN architecture

9 Speed of data transfer between locations

1 Number of users

9 Number of support personnel

9 Number of implemented modules

9 Number oftransactions per month

9 Type of implemented office automation packages

9 Number of licences

9 Number of actual usages

1 Number of aviation systems implemented

9 Number of users

9 Number of transactions per month

Document StatudJnder development
Document Version3.2 Version Date July 21, 2010



GACA IT Business Plan 2011

Figure 10IT SECTOR transient strategies summary
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4.5 1T SECTOR strategic role

During the year 2006/2007 GACA developed an overall orgaaizdt strategy that reflects the future of
GACA and created a transformation office to enable its transformation initiatives ardareze its
operationsThe new strategy is expected to increase the overall organization performance and should caus
mgor hike in revenues and profitBuring the development of this strategjgearbroad lines that highlight

the ICT participation expectations in the implementation of the organizational strategy have beesrawn.
a resultiT SECTORstrategic role will have a direct impact on operational performance improvement and a
indirect impact on increasing the overall revenues of the civil aviation industry in the kingdom of Sauc
Arabia.

However, it should not be understood that ICT isdhdy factor that affects the increase in revenues and
organizational performance, there are other factors like organizational strategy implementation, faciliti
management, human resources strategies, training, services pricing, and tariffs designation.

4.6 Transient phase time frame

Although it is difficult to predict an accurate time frame to conclude the transient phase, it is vital to estima
the time period required to complete the transitibims will enablelT SECTORto focus its efforts during

this period on achieving the transient objectives and visitie. best estimate for the conclusion of the
transient phase 86 months starting from July first 200The reason for the allocation of this long period of
time isthe fact that GACA is still functioning as a government organization and has a bureaucratic nature f
budget allocation and projeatvarding andmplementation.

4.7 Critical Success Factors

GACA is transforming into a commercidtiven entity to reducethe effect of bureaucacy that affected its
ability to respond to changes in its business environnTéms. will in turn effect its ability to adept ICT
technologies that can dissolve operations limitations and leads to an increase in révewegsr, GACA
realizes thatthere areother critical success factors (CSFfor the attainment of the ICT strategic
expectations.

1. Retain highly skilled ICT professionals
In ordered to attain high quality ICT services that reflect on GACAsa bi | i ty t o ope
high quality civil aviation services, GACA needs to be able to hold on to the skilled ICT
professionals already employed with GACA directly or through a manpower contract.

2. Attract highly skilled ICT professionals
In orderel to attainhigh quality ICT services that refleon G A C A abiity to operate and deliver
high qualitycivil aviation services GACA needs to be able to attract skilleX professionals.

3. Provide the necessary funds
In order forlT SECTORto live up toGACAs 6 strategic I CT expect
allocation of the necessarfunds. In addition a more efficient award mechanismnd an
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uncomplicated vendor payment syste@therwise,ICT development will always bainderedand
will never be able¢o strategize its operations and support business requirements.

4. Provide top management support
Top level executives need to understand ERBECTORNeeds to succeed in its mission and realize
the ICT strategic expectations in order for GACA to achiev®usiness objective$hey also need
to provide the proper support and cooperation and ensure that all parts of the organization &
working together t@accomplish one set of organizational objectives.

5. Train employees
Implementing technologies is onlyne side of the coinThe other side is the effective use and
utilization of these technologieEmployees need to be able to utilize these technologies in order to
accomplish the objectives of their departmehisnce, training is vital for the successte¢hnology
implementation.IT staff need to have the necessary skills to maintain, operate, and support th
implemented technologies that will in turn affect GACA ability to deliver quality servi@asthe
other hand, staff, managers, and executives tedthve the ability to efficiently and effectively
utilize the technologies in their respective fields to be abjgettormtheir dutiesHence, training is
vital for the success of technology projects implementation.

6. Prevent the creation of ICT islands
IT SECTORshould bethe sole body that is responsible for all ICT activities and services in GACA.
Hence, it is necessary to focus ICT efforts and investments and centralize ICT service pngvision
Furthermore, GACA should discouraggher business futions from building isolated ICT
environmentsThis will protect GACA from the ill usage of funds addcrease the effortequiredto
integrate its services.

Document StatugJnder development 28
Document Version3.2 Version Date July 21, 2010



// GACA IT Business Plan 2011

wsumallulpbsllanlell sl
General Authority of Civil Aviation

5 Overview of the IT organization

GACA adopteda policy to utilize information technology to achieve its goals alni@ctives, whichs an
indicator that ICT is a majarontributor toGACA & s o0 v e rFarthérmoseto docus BsdCT efforts,
GACA hasre-created lte IT Sector(IT SECTOR and madet directly attached to the president of the
organizationemphasizingits strategic importancdhis representation of the intimate relationship between
the overall business development and information technollyyensurethat the development oGACA
operationsv i | | b e .Hencel|TESR@TORhassa vital strategic role in the organization.

IT SECTORIs represented as a functional unit in the organizatiotis not expected to becomeself
sufficientprofitable organizatioFigurel11).

Figure 11 GACA Organization Chart
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On the other handT SECTOR has the duty to build an Information Technology department in every

international airport that is capable to fubypport airport operations and provide commermaienue

These departments will be responsible for maintaining and upgrading the entire infrastructure of the

respective airportsThis ramp up in thetransformation will begin after the completion ofod critical
application and infrastructure upgrades thidt take placewhile the independence dhternational airports
from GACA is happening Thus, IT SECTOR currently is considered an incubatof the current IT
department# all international airposgtin the kingdomTodaydomesticairports have lower rate of travellers
than international airportand haveminor information technology representatiand systems serving them
but they aretotally supported by T SECTOR In the near futurelT SECTORwill have to extend more
supportfor regional and local airports since they will dieectly connected to the main data centre in GACA.

Obviously, the main function ofT SECTORi s t o s u p poperation, @iicG As&he regulatory

function,includes monitoring airports operations and the provisioning of a detailed view of the civil aviation

industry in the kingdom.

5.1 IT SECTOR Organization

Recently GACA has restructurd@i SECTORto include new functional areas that did not exist in the
past as well a® streamline existing departmenifie new organization structure will be able to support
the new business emenment that resulted from GAQ#strategicreview, whichtook place recently.
Figure12 shows the ICT tp level hierarchyAppendix0 shows the complete organization structure for
IT SECTOR

Figure 121T SECTOR level 1 & 2 organization structure
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5.2 Responsibility matrix

Each departmeninder the vice president of information technology has specific responsibilities that are

assigned according to specialization and business requirerDeniisg the transient phasé SECTOR
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has assigned clear responsibilities with reference to the desttrssisient objective3he below matrix
summarizes these responsibilities:
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Table 5 Responsibility Matrix

Department
Yy IT Business &
Objective VP Office Technology Systems Infrastructure Data Centre End User
. Development Support Support
Planning
Build and train the ICT team W S S S S S
Implement ICT policies,
procedures, and best S w S S S S
practices
Upgrade GACA data centre
(GDC) S S N S w S
Build GACA and strategic
business units infrastructure S N N W S S
Implement arERP solution S S W S S S
Facilitate organization
operations through office
automation
E-mail and messaging S N N S W S
Workflow applications S S W S S S
Electronic forms S IS W S IS IS
Electronic document
management system = = R 5 = =
Implementaviation
operations systems and
technologies
Airport Operations Databasg
(AODB) S N W S S S
Flight Information Display
Systems (FIDS) = B i 5 5 s
Local Departure Control
Systems (EDCS) 5 ! i 5 5 5
Baggage Reconciliation
Systems (BRS) = i o s s =
Interactive Voice Response
(IVR) system = i o s s =
Public announcement
systems (PA) 5 i i S E =
Resource Managemel
Systems (RMS) 5 i i S E =
Obijective owner W
Key Support S
No role N
Objective owner responsibilities:Lead objective implementation antike the necessary
decision related to execution and implementation (all decisions have to be approved by VP
Description affected users/clients when applicable)
Support responsibilities Help in executing activities and accomplatsignments designated by
objective owner.
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5.3 ICT organization in SBUs

5.3.1 International airports

Information technology is considerelmajor factor for the success of airport operatiddence, each
international airporshould encapsulate its own I@Epartmenthat is able to support itgoeraions The set

of responsibilites forthe new ICT departments is summarizedrigure 13. However, these departments
shauld be developedalong with a strategic plan that enables the gradual development of airports
infrastructure and service©perationshandover should only beitiated after the completion of the
development of the ICT infrastructure and serviaad the peparation ofthe requirediCT staf in each
international airport otherwise airport operations could be hindéadthe other hand, the ICT strategic
planning and business developmefit remain the responsibility dT SECTOR

Figure 13 Future responsibilities of ICT departments in International Airports
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5.3.2 Domestic Airports

Unlike international airportgjomesticairports are not expected to have ICT departsidatt can provide a
wide array of servicebut will have some ICTstaff thatis able to administer the ICT environmeiht
addition, IT SECTOR will provide most of the requiredCT services to these airports through the
development of Service Level Agreements (Sh)Athat clarifies the services to be provideéyvice
sustainability, and service quality.
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5.3.3 Air Navigation Services (ANS)

Due to the complexity of ANS operations, ICT services are classified in two different categjbedsast
category(Category 1)of ICT services handles the business requirements andscthee infrastructure that
ied en ablThesesenfiddsSinclude infrastructamed business applications likemail, ERP, and the
related LANs and WANSsThe other category of ICT servic€Sategory 2)covers the operational network
and applications li& air traffic control, radar systems, and the associated infrastruCumently ANS has
89 sites of which it requires the availability of operational ICT services (categdfp®gver, some of these
are radaand/or other equipmesttes that do not tpiire the availability of business servi¢€ategory 1)

Similar to international airportd] SECTORwill develop the minimum level of ICT infrastructure and
services that covers ANS (category 1) requirements.

5.3.4 Safety & Commercial Licenses

Safety & canmercial licencesvill continueto be fully dependent ol SECTORand may not encapsulate

an ICT oganization within its operation as they develop their regulation independently from the Feder:
Administration (FAA). Although Federal Aviation Regulationd~ARs) system might be implemented
encompassing all of their workflomndregulations.

Document StatugJnder development 34
Document Version3.2 Version Date July 21, 2010



/ GACA IT Business Plan 2011

wsumallulpbsllanlell sl
General I Authority of Civil Aviation

6 Realizing the objectives

The development of the transient strategy is one of the actions takKEISE{CTORto adhere to the
business requirements in the transient phEse.mentioned objectives will beatized through a series of
projects thatre planned or already in implementation.

6.1 Build infrastructure

Building a flexible and secure infrastructure is first priority that IT SECTORIis focussing onThis
infrastructure is a prerequisite for the delivery of all other ICT servidese are several ICT projects that
aim to serve thechievement of this objectivén addition airport development and expaon projects
includeICT infrastructure upgrades and development in their work saoperding to standards published
by IT SECTOR

There are four categories for infrastructure projects in GACA:

1. Develop GDC infrastructure
These are the projects/submagjt s t hat focus on the devel
centre including server upgrades, internal cabling, SAN/NAS implementbtiRfd, and other
data centre upgrades.

2. Develop airports internal infrastructure
These areprojects/subprojectsthat focus a the development of airport(s) internal
infrastructure including active/passive network devices, cabling, computer room developmen
and other airport related infrastructure upgrades.

3. Develop internal infrastructure for GACA office buildings and otheitifas
These areprojects/subprojectshat focus on the development of GACA buildings and
facilities internal infrastructure including active/passive network devices, cabling, computet
room development, and other related infrastructure upgrades.

4. Developinfrastructure to connect airports and GACA buildings to GDC
These are thprojects/subprojectthat focus on the development of Wide Area Networks that
include the connectivity to Internet Service Providers, point to point wireless connectivity,
and connetivity through the public STC network.

NOTE: Some infrastructure projects mix two or more types of the above mentioned project categories.

6.1.1 WAN Architecture

GACA is planning taconnect all airportand other strategic business uni@$ACA Data Centre (GDC) to
streamline its operations and enaltles delivery of better services to stakeholdehsternational airports,
domesticairports, air navigation serviceampus GACA headquartecampus, and the Ministry of Defence
and Aviation [MODA] building in Jeddahwill be connected to GDC through suitable communication
technologies inline with their respective importargeographical locatiomnd requirements.

Figurel4 below summarizes the plaedWAN connectivity to all airports in the kingdom.
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Figure 14 Planned WAN architecture
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6.1.2 GACA Data Centre upgrade (GDC)

a. IT SECTORIis implementing major upgrades for G@nnectivity. GDC is becomingthe
main hub, all airports will access the internahd web based services through GBiénce,
all currentindependentiSP links to airports and GACA facilities will be cancellékhis
upgrade will include redundabickbonehigh-speedinks as well asigh-speed SP links to
two different ISPs to insure service availabilayd quality. GDC will also contain all of
GACAs 6 appl i c satisiyalhd thantegraterequirements betweerdm and
airport operationssysems These upgrades include upgrades wotches indooroutdoor
cabling access control, UPS, and security components like firewall and intrusion detectior
infrastructure to protect GDC from internal or external attaGf3C will also have Giga bit
Etherret connectivity to enable GACA to have high speed switching and up linking.
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